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Disclaimer

For the purposes of this Disclaimer:

- Company (referred to as either "the Company’, "We", "Us" or "Our” in this Disclaimer) refers to Vitextra SIA, LV-1009 Riga,
Matise iela 61 - 25.

- Document refers to the Knowledgebase Article.

- You means the individual accessing the Document, or the company, or other legal entity on behalf of which such
individual is accessing or using the Document, as applicable.

- Website refers to Vitextra, accessible from https://vitextra.com

Disclaimer

The information contained in the Document is for general information purposes only.

The Company assumes no responsibility for errors or omissions in the contents of the Document.

In no event shall the Company be liable for any special, direct, indirect, consequential, or incidental damages or any
damages whatsoever, whether in an action of contract, negligence, or other torts, arising out of or in connection with the
use of the contents of the Document. The Company reserves the right to make additions, deletions, or modifications to
the contents in the Document at any time without prior notice.

Errors and Omissions Disclaimer

The information given by the Document is for general guidance on matters of interest only. Therefore, errors can occur
even if the Company takes every precaution to ensure that the Document's content is current and accurate. Plus, given
the changing nature of laws, rules, and regulations, there may be delays, omissions, or inaccuracies in the information
contained in the Document.

The Company is not responsible for any errors or omissions, or for the results obtained from the use of this information.

Fair Use Disclaimer
The Company may use copyrighted material that the copyright owner has not explicitly authorized. The Company is
making such material available for criticism, comment, news reporting, teaching, scholarship, or research.

The Company believes this constitutes a "fair use” of any such copyrighted material as provided for in section 107 of the
United States Copyright law.

If You wish to use copyrighted material from the Document for your own purposes that go beyond fair use, You must
obtain permission from the copyright owner.

"Use at Your Own Risk" Disclaimer

All information in the Document is provided "as is", with no guarantee of completeness, accuracy, timeliness or of the
results obtained from the use of this information, and without warranty of any kind, express or implied, including, but not
limited to warranties of performance, merchantability and fitness for a particular purpose.

The Company will not be liable to You or anyone else for any decision made or action taken in reliance on the
information given by the Service or for any consequential, special or similar damages, even if advised of the possibility of
such damages.

Contact Us
If you have any questions about this Disclaimer, You can contact Us by email: support@vitextra.com.
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How to View and Copy a Password or User Name in Password Vault

Introduction

The everyday use of Password Vault is simple: find the entry, copy the user name, copy
the password, paste them into the sign-in form of the site or service. This article
explains each step, and when you need your PIN.

The list is shown only while the vault is unlocked. Each row in the list shows the star
button for favorites, the entry name and, below it, the user name. To find an entry in a
long list, use the Search box and the filter above the list (see KB10449. Searching and
Filtering Entries in Password Vault).

Expanding an entry

Click the name of an entry to expand it, or move to it with the Tab key and press Enter
or Space. Click it again to collapse it. Several entries can be expanded at the same
time.

The expanded entry shows:

- User name — a read-only field with the Copy to Clipboard button;

- Password — a read-only field with the password masked as eeeeeeee the eye
button and the Copy to Clipboard button;

- URL — a link to the site or service, if the entry has one;

- Folder, Tags (as chips) and Notes — each one only when it is filled in;

- the Edit and Remove buttons (see KB10443. How to Add, Edit and Delete Entries in
Password Vault).

The mask always has eight dots, whatever the length of the real password.

‘ Q, Search | ‘ All items ~ ‘
# Contoso CRM alex.wilber@contoso.com
User name Passwore d
‘a\exwwlber@conmsocom | D ‘ -------- | [ D
URL
https://crm.contosa.com
Folder
Sales
Tags
crm customers
Notes
Dema account for the sales pipeline.
# Contoso VPN alex.wilber@contoso.com

An expanded entry with the password masked
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What needs the PIN

Action While the vault is locked | After unlocking

Seeing the list, expanding
an entry and reading its

name, user name, URL, No ves
folder, tags and notes

Copying the user name No Yes
Opening the URL link No Yes
Showing the password NG Ves
(eye button)

Copying the password No Yes
Editing or removing the NG Ves

entry

The PIN is needed only once, to open the vault. While the vault is locked — after the
page has loaded, after the automatic lock or after a reload — the web part shows no
entries at all, not even their names. In place of the list it shows the Enter PIN prompt
with the text Enter your PIN to proceed and four boxes; only the Refresh button is
shown above it. The digits are masked while you type them. The PIN is checked as
soon as the fourth digit is entered, and after a correct PIN the list appears together
with the New Item and Configure buttons. From then on, every action in the table
above works directly, without asking for the PIN again.

A wrong PIN shows The PIN is incorrect and the number of attempts left (Attempts left).
This line is shown on the prompt whenever earlier wrong attempts exist, also after a
reload or on another device. After five wrong PINs in a row the vault is blocked and
can only be reset, which deletes all entries — see KB10455. Incorrect PIN Attempts in
Password Vault: What Happens After Five Failed Tries.

Once you have entered the PIN, the vault stays unlocked while you work; when it
locks, the list is hidden again and the Enter PIN prompt is shown. It locks again after 5
minutes without a click or a key press in the web part, and when the page is reloaded
(see KB10451. Automatic Lock: When Password Vault Asks for the PIN Again).

Showing the password
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1 Expand the entry.

2 Click the eye button next to the Password field.

3 The password is displayed as plain text and the eye button changes to a crossed-
out eye.

Click the button again to hide the password. A shown password is also hidden
automatically when the vault locks.

‘ Q. Search | ‘ All items ~ ‘
# Contoso CRM alex.wilber@contoso.com
User name Passwor d
‘a\exwwlber@conmsocom | D ‘Demo!Kz&@WqutLpﬁ | w0
URL
https://crm.contosa.com
Folder
Sales
Tags
om  customers
Notes
Dema account for the sales pipeline.
8
# Contoso VPN alex.wilber@contoso.com

The password shown as plain text

Copying the user name or the password

- User name: click Copy to Clipboard next to the User name field.
- Password: click Copy to Clipboard next to the Password field. You do not need to
show the password first.

After copying, the label Copied appears next to the field name for 2 seconds. Then
paste the value into the sign-in form as usual (Ctrl+V on Windows, Cmd+V on macQS).
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+ New Item C @~
‘ Q. Search | ‘ All items ~ ‘
# Contoso CRM alex.wilber@contoso.com
User name Passwor d Copied
‘a\exwwlber@mnmso(um | D ‘ -------- | s D
URL
https://crm.cantoso.com
Folder
Sales
Tags
am  customers
Notes
Demao account for the sales pipeline.
se
# Contoso VPN alex.wilber@contoso.com

The Copied label after copying the password

Warning

Password Vault does not clear the clipboard after copying: the password stays there
until you copy something else. On a shared or public computer, copy some other
text after signing in. If clipboard history is turned on in Windows (Windows + V), the
copied password is also kept in that history.

Opening the URL

If the entry has a URL, it is shown as a link in the expanded entry. Clicking it opens the
address in a new browser tab, so the vault stays open in the original tab and you can
come back to copy the password.

- An address without a scheme, such as crm.contoso.com,is opened as https://
crm.contoso.com. The link text shows the value as you entered it.

- Only web addresses (http://, https://) and e-mail links (mailto:) are shown
as links. A value with any other scheme is kept in the entry and can be seen in the
Edit Properties dialog, but it is not displayed in the expanded entry.

Tip

A practical routine: expand the entry, click the URL link, copy the user name and
paste it into the sign-in page, then come back and copy the password. If you sign in
to the same accounts every day, mark them as favorites so they stay at the top of
the list — see KB10448. Favorites in Password Vault: Keeping Frequently Used
Entries at the Top.
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Note

While the vault is unlocked, the name, user name, URL, folder, tags and notes of
your entries are visible to anyone who can see your screen; when it locks, the list is
hidden. Lock your computer screen when you leave it, and do not keep secrets in
Notes. Who can see what is explained in KB10456. Who Can See Your Passwords in

Password Vault.
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