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Disclaimer

The information contained in the Document is for general information purposes only.

The Company assumes no responsibility for errors or omissions in the contents of the Document.

In no event shall the Company be liable for any special, direct, indirect, consequential, or incidental damages or any
damages whatsoever, whether in an action of contract, negligence, or other torts, arising out of or in connection with the
use of the contents of the Document. The Company reserves the right to make additions, deletions, or modifications to
the contents in the Document at any time without prior notice.

Errors and Omissions Disclaimer

The information given by the Document is for general guidance on matters of interest only. Therefore, errors can occur
even if the Company takes every precaution to ensure that the Document's content is current and accurate. Plus, given
the changing nature of laws, rules, and regulations, there may be delays, omissions, or inaccuracies in the information
contained in the Document.

The Company is not responsible for any errors or omissions, or for the results obtained from the use of this information.

Fair Use Disclaimer
The Company may use copyrighted material that the copyright owner has not explicitly authorized. The Company is
making such material available for criticism, comment, news reporting, teaching, scholarship, or research.

The Company believes this constitutes a "fair use” of any such copyrighted material as provided for in section 107 of the
United States Copyright law.

If You wish to use copyrighted material from the Document for your own purposes that go beyond fair use, You must
obtain permission from the copyright owner.

"Use at Your Own Risk" Disclaimer

All information in the Document is provided "as is", with no guarantee of completeness, accuracy, timeliness or of the
results obtained from the use of this information, and without warranty of any kind, express or implied, including, but not
limited to warranties of performance, merchantability and fitness for a particular purpose.

The Company will not be liable to You or anyone else for any decision made or action taken in reliance on the
information given by the Service or for any consequential, special or similar damages, even if advised of the possibility of
such damages.

Contact Us
If you have any questions about this Disclaimer, You can contact Us by email: support@vitextra.com.
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Overview

Password Vault asks for a 4-digit PIN to open the vault; until then, it shows no entries.
To make guessing the PIN harder, the number of incorrect attempts is limited: after
five wrong PINs in a row the vault is blocked and can only be reset, which erases all
entries. This article describes how the attempts are counted and what the reset does.

Summary

Question

How many wrong PINs are allowed?
Where is the counter kept?

Does it count across devices, pages and
Teams?

Does it reset with time?

Answer

4; the 5th wrong PIN in a row blocks the
vault

In the vault file in the user's OneDrive

Yes, it belongs to the vault, not to the
page or the browser, and it is always
increased from the latest vault file

No

What resets it? A correct PIN (and a PIN change)

Only the Reset screen is shown; Reset,
after a confirmation, erases all entries
and the PIN

What happens after 5 wrong PINs?

Can an administrator or Vitextra unlock

the vault? No

When a PIN is wrong

While the vault is locked, the web part shows the Enter PIN prompt instead of the
entries. It checks the PIN as soon as the fourth digit is typed; the digits are masked
while you type them. If the PIN is wrong, the boxes are cleared and the prompt shows:

- "The PIN is incorrect”
- Attempts left: the number of tries that remain before the vault is blocked.

The Attempts left line is shown on the prompt from the start whenever earlier wrong
attempts exist — also after the page is reloaded or on another device — and not only
after a failure on the current page. You can try again at once or leave the page and
come back later. Leaving or reloading the page does not reset the counter.


https://vitextra.com/en/products/password-vault
https://vitextra.com/en/support/kb/10455
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How the attempts are counted

The failed-attempt counter is saved in the vault file in your OneDrive after every
wrong PIN. Because of this:

- attempts made on different devices, browsers, pages and in Microsoft Teams add up
— they all work with the same vault, and the web part always increases the counter
from the latest vault file;

- reloading the page, signing out or waiting does not reset the counter;

- the counter is reset to zero after a correct PIN. Changing the PIN also resets it.

Note

Before every PIN check, the web part reads the latest vault file, so the check and the
counter always use the current state, even if attempts were made on another device
while your page was open. The Attempts left value shown before you type may still
come from the moment your page loaded the vault; press Refresh to update it.

After five failed tries: the Reset screen

The fifth wrong PIN in a row blocks the vault. The web part no longer shows the Llist
of entries; instead, it shows the Reset screen with the message "You've entered an
incorrect PIN too many times.” and a single Reset button. No other action is available,
and the entries cannot be opened. The screen appears on every page and device
where you open Password Vault until the vault is reset.

What the reset does

Clicking Reset opens the Confirmation dialog with the text "Are you sure you want to
reset your vault? This action will delete all your passwords stored in the vault." and
the Cancel and Reset buttons. Only after you click Reset in this dialog is the vault file
emptied:

- all entries — names, user names, passwords, URLs, notes, folders, tags and favorites —
are deleted;

- the PIN and the failed-attempt counter are removed;

- the Set up PIN screen appears, and you start with an empty vault under a new PIN
(see KB10442. How to Set Up Your PIN in Password Vault).
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Warning

The reset cannot be undone in Password Vault. Before you click Reset, make sure
you can restore access to the accounts stored in the vault in another way, for
example through the password recovery of each service.

If, in the meantime, the vault was unlocked with the correct PIN on another device,
the block has been lifted: the reset is not carried out, and the web part shows the
locked vault with the Enter PIN prompt as usual. If the reset cannot be saved, the
screen shows the red error bar "Sorry, something went wrong. Please refresh the page
and try again.”

The vault is reset only from this screen: Password Vault has no command to reset the
vault voluntarily.

No administrator unlock

The counter and the data used to verify the PIN live only in your vault file; the PIN
itself is not stored anywhere. There is no unlock function for administrators, and
Vitextra stores no copy of your vault, your PIN or a recovery key. Neither your Microsoft
365 administrator nor Vitextra support can unblock the vault, recover the PIN or
restore the entries. Likewise, there is no way to recover a forgotten PIN; see KB10460.
| Forgot My PIN in Password Vault: What Are My Options?.

How to avoid a blocked vault

- Note your PIN in a safe place.

- After two or three wrong attempts, stop and check that you are typing the right PIN
instead of trying further combinations.

- Lock your computer when you leave it: anyone who can use your signed-in browser
can enter wrong PINs, and five of them block your vault.

- Keep important credentials also in another place approved by your organization.

Tip

If the vault is already blocked, see KB10461. Why Password Vault Is Blocked: "You've
Entered an Incorrect PIN Too Many Times". For an overview of all protection layers,
see KB10452. How Password Vault Protects Your Data: Encryption, PIN and Storage.
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