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Disclaimer

For the purposes of this Disclaimer:

- Company (referred to as either "the Company’, "We", "Us" or "Our” in this Disclaimer) refers to Vitextra SIA, LV-1009 Riga,
Matise iela 61 - 25.

- Document refers to the Knowledgebase Article.

- You means the individual accessing the Document, or the company, or other legal entity on behalf of which such
individual is accessing or using the Document, as applicable.

- Website refers to Vitextra, accessible from https://vitextra.com

Disclaimer

The information contained in the Document is for general information purposes only.

The Company assumes no responsibility for errors or omissions in the contents of the Document.

In no event shall the Company be liable for any special, direct, indirect, consequential, or incidental damages or any
damages whatsoever, whether in an action of contract, negligence, or other torts, arising out of or in connection with the
use of the contents of the Document. The Company reserves the right to make additions, deletions, or modifications to
the contents in the Document at any time without prior notice.

Errors and Omissions Disclaimer

The information given by the Document is for general guidance on matters of interest only. Therefore, errors can occur
even if the Company takes every precaution to ensure that the Document's content is current and accurate. Plus, given
the changing nature of laws, rules, and regulations, there may be delays, omissions, or inaccuracies in the information
contained in the Document.

The Company is not responsible for any errors or omissions, or for the results obtained from the use of this information.

Fair Use Disclaimer
The Company may use copyrighted material that the copyright owner has not explicitly authorized. The Company is
making such material available for criticism, comment, news reporting, teaching, scholarship, or research.

The Company believes this constitutes a "fair use” of any such copyrighted material as provided for in section 107 of the
United States Copyright law.

If You wish to use copyrighted material from the Document for your own purposes that go beyond fair use, You must
obtain permission from the copyright owner.

"Use at Your Own Risk" Disclaimer

All information in the Document is provided "as is", with no guarantee of completeness, accuracy, timeliness or of the
results obtained from the use of this information, and without warranty of any kind, express or implied, including, but not
limited to warranties of performance, merchantability and fitness for a particular purpose.

The Company will not be liable to You or anyone else for any decision made or action taken in reliance on the
information given by the Service or for any consequential, special or similar damages, even if advised of the possibility of
such damages.

Contact Us
If you have any questions about this Disclaimer, You can contact Us by email: support@vitextra.com.
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Prepare deployment permissions, source-content access and product roles before
launching a policy campaign. Approval of Microsoft Graph permissions and
assignment of product roles are separate tasks.

Deployment and setup access

The solution is an SPFx package for SharePoint Online. Follow KB10035. How to
Install a Vitextra Product in SharePoint Online for the package installation procedure.
The person completing initial setup must be able to administer the selected storage
site and create the required lists. Creating a new site also requires permission to
create that site in the tenant.

Before an administrator group is configured, Policy Admin uses a site-owner fallback.
Once that group is assigned, group membership determines product administration.
Product roles do not automatically grant permission to edit SharePoint pages or
deploy tenant applications.

Microsoft Graph permissions

The solution package requests the following Microsoft Graph scopes:

Scope Product use

Employee profiles and organizational

User.Read.All ; )
information.

Group membership used by audiences

GroupMember.Read.All
and roles.

Directory data used by employee and

Directory.Read.All
group lookups.

Manual reminder email sent through the

Mail.Send , )
current user's mailbox.

Have the tenant administrator approve the package’s requests through the
organization's SharePoint APl access administration process. If employee or group
pickers cannot load data, verify those approvals before changing audience rules.
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Installation status

7 Pelicy hub site
{sites/comen
Run the storage step of the wizard or set the
site URL in the web part properties.

» Lists and libraries
Open the Storage tab and create the missing
lists.

@ Permissions synchronized
11/07/2026 5:01 PM

Reminder service not connected
Rer s an: t t

Admin consent not granted
Open the admin consent page from the

tab and sign in as a tenant

Teams app not added

Employees receive notifications by email only
Upload the Teams package from the solution
to the Teams adm ter, then mark it as
added on the Notifications tab. How to fix

Installation checks in Policy Admin

Hub and content permissions

Assign role groups and apply permissions in Policy Admin. All web parts must connect
to the same intended hub. Employees also need access to the original policy content:
configuring a URL in a policy card does not grant permission to the referenced file,
page or external website.

For controlled access, use explicit Entra ID or hub-site SharePoint groups. Do not treat
the All licensed users option as a per-user license validation: its current role-
resolution logic does not check each user's license.

Check each access layer independently

A working deployment requires several independent forms of access. The person who
deploys the package need not be the person who manages policies, and an employee
does not need deployment privileges to read an assignment. Separating these
responsibilities makes it easier to diagnose a failure without granting broad
administrative access as a workaround.

Typical consequence of a

Access layer A useful acceptance check .
failure

Package and page The intended user can The application cannot be
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Access layer

Directory

Hub data

Source content

Evidence writing

Reporting hierarchy

A useful acceptance check

load the published page
and web part.

The authorized operator
can resolve the intended
employees and groups.

The account can read the
records required by its
role.

The employee can open
the document or website
directly.

A pilot employee can
complete the configured
recording path.

The directory has the
expected manager
relationships.

Typical consequence of a
failure

reached or rendered.

Pickers, audience selection
or role resolution can fail.

A page can open but fail
while loading policies or
assignments.

A visible policy card can
still have unreadable
content.

Reading succeeds but
confirmation fails.

A manager's team can be
incomplete or different
from expectations.

Perform the checks with representative accounts. An administrator who is also a site
owner may succeed through elevated SharePoint access even when a normal
employee would fail. Likewise, a policy owner who belongs to several role groups is
not a reliable stand-in for a restricted author account.

Prepare a deployment handover

Record the chosen hub URL, employee entry page, reader page, role groups and source
locations. Identify who can maintain each of them. A policy owner should know whom
to contact when a source file is moved; a support administrator should be able to
distinguish a page-navigation problem from a service-write problem without
reconstructing the deployment from scratch.

Check the representative employee’s directory identity and manager before launching
the pilot. Campaigns store employee and manager information on assignments. Later
directory changes do not mean that every old assignment field has been rewritten. A
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reorganization is therefore a reason to verify team reporting, not just to check that the
employee can sign in.

For manual email reminders, test the operator who will actually send them. The
application uses that person’s mailbox, whereas automatic notifications depend on
the separate service configuration. Approving a mail-related API request does not by
itself verify a mailbox, a particular recipient’s delivery or the background service.

Keep the results of these checks alongside the deployment details. When a failure is
reported, include the affected account, hub and page, operation and error time. This is
more actionable than a general statement that “permissions were approved,” because
each layer can succeed or fail independently.

Service and recording mode

Service mode needs a reachable service URL and successful administrator-consent
verification. The service consent is separate from the SPFx package's Graph
permission approval. Automatic reminders, escalations and ongoing audience
processing require the separate service component; entering settings alone does not
run those jobs.

Warning

Direct mode grants employees contribution rights on the assignment and
acknowledgement lists. Review KB10500. How to Configure Policy
Acknowledgement Roles and Permissions and KB10509. Policy Acknowledgement
Data Storage: Direct and Service Modes before using production employee data.
Web-part filters and audience targeting are not substitutes for data permissions.
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